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Prepare Your Institution



Prepare Your Infrastructure

-

\ 4

Wi-Fi

File Providers

ldentity

&

VPN

P

Email

@

Security

v

Apple Services

a

Content Caching



Apple School Manager

Integrates with MDM solutions
Enables zero-touch deployment
Volume purchasing of apps and books

Create Managed Apple Accounts

Man

& School

age your organization’s devices, apps,

and accounts.




Mobile Device Management

Built-in, lightweight Apple framework

Easily manage accounts, policies,
apps, restrictions

Automate configuration settings

Configure devices over the air




Wi-Fi Network Design

Coverage — Provide all areas with access

Capacity — Ensure bandwidth density
to support all clients




Wi-Fi Example (5 GHz)

Channel 36 nel 165
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Wi-Fi Example (5 GHz)
Capacity and coverage
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Cellular Connectivity

Carrier selection
Physical SIM versus eSIM
Automate with MDM

Content-filtering strategy




Managed Apple Accounts



Managed Apple Accounts

Apple Account owned by
your institution i Settings

g Eden Sears

Access to Apple services including
Wallet, Continuity, and passkeys

Access management controls

Account-driven device enrolments




Create Managed Apple Accounts




Domain management

Verify institution-owned domains
Allow only managed accounts to be created

Initiate Domain Capture




Update Apple Account

9:41 aull ¥ @

’

Transfer account to your institution

Update this

Apple Account by
Keep account as personal November 29, 2024

Township Schools requires all Apple Accounts
using townshipschools.org to be managed.

Transfer this account to Township Schools or

30 days to take action

Learn how this account is changing

Transfer to a school account

Township Schools will manage this
account and its data. The account
name will stay the same.

Keep as a personal account

You'll continue to manage this
account and its data. The emails
address you use to sign in will need
to be changed.




Manually creating Managed Apple Accounts

@ School

A Activity (6] Your Users Add New User

Locations
First Name

Users Middle Name (optional)
Classe
Fowler

3 Access Management
Managed Apple ID (D kfowler @  id.townshipschools.org
% Account Requests

Roles / Locations Instructor

LD Devices
Email Address townshipschools

[=] Assignment History

Grade Level (optional)

o Matt Brooks

Apps and Bo Person Mumber (optional)
Custom Apps

Person |ID (optional)

o Allison Caplan Ve SIS User Name (optional)

nt- T3

Sarah Castelblanco
TUD ]

o Chris Coffelt

LS -T uD . . 5
t- T30-STUDE Departmeant (optional)

Brian Cook

Nicole Dalesio
5 t- T30-STUDE

Moira Dawson
Instructor - T30-INSTRU




Custom Ildentity Provider support

Works with any identity provider supporting
open standards

- OpenlD Connect for federated authentication
» SCIM for directory sync

. OpenlD Shared Signals Framework for
account security events




Managed Apple Accounts

Sign in with federated
authentication

K

’

Apple Account

Sign in with an email or phone number to use
iCloud, the App Store, and other Apple services.

edensears@townshipschools.org

Forgot password or don’t have an account”

@
-

Other Sign-In Options




Student Information System

Sync roster data to Apple School Manager
with Claris Connect

Upload via SFTP
Use classes in Classroom and Schoolwork

Configure Shared iPad with classes




Adopt Managed Apple Accounts
In. your institution today




Managing Apple Devices






Deployment and Management






Automatically
enrolled into MDM




Remote Management

This iPad is owned by:

Township Schools

Remote management is required and will allow this
organization to set up email and network accounts, install

and configure apps, and manage the settings of this iPad.

Remote Management

This Mac is owned by:

Township Schools
Remote management is required and will allow this organization to set up email
and network accounts, install and configure apps, and manage the settings of

this Mac.

1agement

Enroll




Automated Device Enrolment

Designed for new or refreshed devices
Automatically enrol into MDM
Customize the enrolment process

Require authentication, enforce
settings, and skip setup steps




How Zero-Touch Deployment Works

O — O — & —L10

Apple School

MDM Solution Devices
Manager

Purchased



Manually Add Devices to Apple School Manager
N

~

Add this Mac to Your Organization

Position this image in the frame of Apple Configurator.

Welcome to Apple
Configurator
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asy for one person to handle
hat workload.”

rad Tate
eputy Principal
owra Public Schools, Australia
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employee touching it —
second to none.”

Bill Adams

Field Services Associate Director
University of Kentucky
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Automated Device Device
Enrolment Enrolment



Device Enrolment

Designed for devices already in use
Manual enrolment into MDM

Account-driven enrolment option:

- Sign in with Managed Apple Account
- Personal and school data separated
- Enrolment SSO support on iPad




Account-Driven Device Enrolment

9:41AM Mon Sep 9

Eden Sears

1+, anda mor

Airplane Mode
Wi-Fi
Bluetooth

Battery

General
Accessibility
Apple Pencil
Camera
Control Center

@ Display & Brightness

Home Screen & App Library

VPN & Device Management

Remote Management

By allowing remote management, you consent to your
device being managed by:

Township Schools

After enrolling, your organization will be able to collect
personal data, add or remove accounts and
restrictions, install, manage, and list apps, and remotely
erase data on this iPad.

o

Cancel and Sign Out

= 100% (amm)

Allow Remote Management?

By allowing remote management, you consent to your device being
managed by:

Township Schools
townshipschools.org/mdm/server/

After enrolling, your organization will be able to
collect personal data, add or remove accounts and
restrictions, install, manage, and list apps, and
remotely erase data on this Mac.

Management Details...

Cancel




Device Management Capabilities

Hide system apps —
Restrict data flow
Apply restrictions

Configure Wi-Fi and VPN

Enforce passcode

Mon Sep 9

Settings

3 Eden Sears

Airplane Mode

Battery

General
Accessibility

Apple Pencil

Camera

Control Center

ged / e Account Profiles & Device Management

MDM Profile

More Details

Apps

Restrictions

Configure email accounts

Privacy Preferences Policy Control
FileVault and Gatekeeper Settings
Secure Wi-Fi and VPN Settings

Single Sign-On Extension

Desktop & Dock

Screen Saver
Apple Intelligence & Siri

Wallpaper

Ly Notifications

L) Sound

Organize apps in the dock

o

Remote wipe

— Restrict settings
Manage preferences
Enforce FileVault

Install apps




Device Management

Configurations Restrictions Commands Device Status



Apps and Books Deployment

PP

Purchase apps and books Assign licenses Deploy directly
In volume within your MDM to devices






Shared iPad for Education

Multiuser scenarios

Personalization with Managed
Apple Account

Data stored in the cloud, cached
on device

Temporary session option



Shared iPad Uses

s

\_ _J

Personalized
User signs in with Managed Apple Account

This iPud is mansged by “Township Schools”,

° Press Home to Sign in
Cancel

\_

W

Temporary session
No account required



Disabled for users

Add or remove apps

Changing the Home Screen layout
Changing the wallpaper

Adding personal accounts
Software updates

Erase all content and settings

Find My, Home, and Tips apps

Managing Shared iPad

Manageable by IT

Managed app distribution
Define the Home Screen layout
Set the wallpaper

Accounts payload

Managed software updates
Remote wipe device

MDM Lost Mode

en Sears 9:41 AM Mon Sep 9

Settings

g Eden Sears

Airplane Mode

Wi-Fi
Bluetooth

Battery

General
Accessibility
Apple Pencil
Camera
Control Center
g Display & Brightness
Home Screen & App Library
@ Multitasking & Gestures
Search
Siri

Wallpaper

= 100% (==

General

Manage your overall setup and preferences for iPad, such as
software updates, device language, AirDrop, and more.

About
Software Update

iPad Storage
8 AppleCare & Warranty

@) AirDrop

AirPlay & Continuity

AutoFill & Passwords

Background App Refresh

Date & Time

Keyboard

Language & Region

TV Provider

VPN & Device Management




Security and Identity



Managing Security with MDM

Enforce a baseline of security settings
Data Protection and encryption
Manage data flow

Manage Activation Lock

Lost Mode and Remote Wipe




Endpoint Security for Mac

Monitor login and
logout activity

Monitor XProtect and
Gatekeeper notifications

Edna’s MacBook Air

Crash Reports
Spin Reports

Log Reports

° Diagnostic Reports

Mac Analytics Data

(3 system.log

Console

File Name

BL_1725943263_2024-09-09_21_41_03.log
system.log
BL_1725900065_2024-09-09_09_41_05.log
BL_1725649585_2024-09-06_12_06_25.log
launchd.log
BL_1725649521_2024-09-06_12_05_21.log
BL_1725649417_2024-09-06_12_03_37.log
BL_1725649346_2024-09-06_12_02_26.log
BL_1725648862_2024-09-06_11_54_22.log
BL_1725647454_2024-09-06_11_30_54.log
shutdown_monitor.log

ScdLtipariyulVgay] "eTTuUl = W7 TUGIULUA LTS LL LU LLUN
2024-09-09 09:53:06.008388 (system) <Warning>: denied
restriction

2024-09-09 09:53:06.008441 (system) <Warning>: denied
Sandbox restriction

2024-09-09 09:53:06.008608 (system) <Warning>: denied
error = 159: Sandbox restriction

2024-09-09 09:53:06.008650 (system) <Warning>: denied
searchpartyd[501], error = 159: Sandbox restriction
2024-09-09 09:53:06.008789 (system) <Warning>: denied
restriction

2024-09-09 09:53:06.008971 (system) <Warning>: denied
error = 159: Sandbox restriction

2024-09-09 09:53:06.009154 (system) <Warning>: denied
restriction

2024-09-09 09:53:06.009298 (system) <Warning>: denied
error = 159: Sandbox restriction

2024-09-09 09:53:06.023435 (system) <Warning>: denied
159: Sandbox restriction

2024-09-09 09:53:06.046185 <Notice>: Last log repeated 3 times

lookup:
lookup:
lookup:
lookup:
lookup:
lookup:
lookup:
lookup:

lookup:

Date

9/9/24, 9:41PM
9/9/24, 9:41PM
9/9/24, 9:41AM
9/6/24,12:06 PM
9/6/24, 12:06 PM
9/6/24, 12:05 PM
9/6/24,12:03PM
9/6/24,12:02PM
9/6/24, 11:54 AM
9/6/24, 11:30 AM
9/6/24, 11:30 AM
name com.apple.
name com.apple.
name com.apple.
name com.apple.
name com.apple.
name com.apple.
name com.apple.

name com.apple.

name com.apple.

2024-09-09 09:53:06.045853 (gui/501 [100016]) <Warning>: denied lookup: name
requestor = siriactionsd[632], error = 159: Sandbox restriction
2024-09-09 09:53:06.053302 (gui/501 [100016]) <Warning>: denied lookup: name

requestor = duetexpertd[658], error = 159: Sandbox restriction

2024-09-09 09:53:06.053599 (gui/501 [100016]) <Warning>: denied lookup: name
requestor = suggestd[633], error = 159: Sandbox restriction
2024-09-09 09:53:06.055374 (gui/501 [100016]) <Warning>: denied lookup: name =

requestor = calaccessd[636], error = 159: Sandbox restriction

2024-09-09 09:53:28.214476 (system) <Warning>: failed lookup: name = com.apple.

tced, requestor =

tccd, requestor =

tccd.system, flags

tccd.system, flags

tccd, requestor =

tccd.system, flags

tccd, requestor =

tccd.system, flags

Kind

System
System
System
System
System
System
System
System
System
System
System

locationd[336], error = 159: Sandbox

searchpartyd[501], error

= 159:

= Ox8, requestor locationd[336],

= O0x8, requestor =

locationd[336], error = 159: Sandbox

= 0x8, requestor = locationd[336],

locationd[336], error = 159: Sandbox

= 0x8, requestor = locationd[336],

timed.xpc, requestor = findmybeaconing[488], error =

com.apple.PowerManagement.control, flags

com.apple.PowerManagement.control, flags

com.apple.PowerManagement.control, flags

com.apple.PowerManagement.control, flags

ApplelLOM.Watchdog,

flags = @x1, requestor =

e i

0x9,
0x9,
0x9,

0x9,

WARNIN
AY 7:36

Monitor external
drive mount activity

Monitor authentication
activity

Monitor process executions and forking



MDM and Endpoint .J ja mf |'. mOSyle

Security solutions
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Single Sign-On Integrations

Systemwide extension for Mac and iPad
Connects with identity providers
Works with Safari and native apps

Mac login window integration




Single Sign-On Integrations

Use Touch ID to
signin toapps
and websites

Sign in once at
Mac login window




Updates and Refresh



Managed Software Updates

Defer updates for up to 90 days
Enforce updates by specific date

End-user notifications




Managed Update

’ An update to macOS 15 is past due. You
' ’ can install it now or it will be installed

automatically within the next hour.



Redeployment

Erase All Content and Settings

Renders all data on the device
cryptographically inaccessible

Apple Configurator or
MDM remote wipe

9:41AM Mon Sep 9

Erase This iPad

Erasing will sign out of your Apple Account and remove your
personal data, so this iPad can be safely traded in or given away.

The following items will be safely removed from this iPad:

Apps and Data
@,

g Apple Account

Not Now

EraseAssistant  Edit  Window  Help

Erase All Content & Settings

All settings, media, and data for all volumes on this Mac will be erase

The following items will also be removed:

Apple ID

Touch ID



iPhone can be seen by
*@cloud.com’

Swipe up to open



Manage Activation Lock

Turn off Activation Lock in Apple
School Manager

IPhone, IPad, Mac, Apple Watch,
and Vision Pro

Devices need to be in your institution

Institution and user Activation Lock
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User Enrolment

Designed for personal devices
Curated BYOD management capabilities

Account-driven enrolment process:
- Sign in with Managed Apple Account
- Personal and school data separated
- Enrolment SSO support on iPad




User Enrolment

9:41AM Tue Sep 12

VPN & Device Management

Settings

Eden Sears
Apple ID, iCloud, Mediz

Remote Management

By allowing remote management, you consent to your

Airplane Mode
2 device being managed by:

Wi-Fi Township Schools

Bluetooth

D OO

Notifications
Managed accounts and apps will be able to be

Sounds installed, configured, passcode protected, restricted, or
deleted by your organization. Your organization will only
Focus have access to these managed accounts and apps and

A
=

Screen Time

DG

Control Center

Display & Brightness

System Sef tin S

= 100% (emm)

Allow Remote Management?

By allowing remote management, you consent to your device being
managed by:

Township Schools
townshipschools.org/mdm/server

Managed accounts and apps will be able to be
installed, configured, password protected,
restricted, or deleted by your organization. Your
organization will only have access to these
managed accounts and apps and will not have
access to your personal content.

Management Details...

Cancel




Curated BYOD Management Capabilities

@ Configure accounts

€ Configure per-app VPN

€@ Install and configure apps

€ Require a passcode on iPad

€) Enforce certain restrictions

€ Access inventory of school apps

€ Remove school data only

€) Access personal information

€) Access inventory of personal apps
€) Remove any personal data

€) Collect any logs on the device

€) Take over personal apps

€) Require a complex iPad passcode
€) Remotely wipe the entire device

€) Access device location



Tools for Educators



Classroom

Remote learning support
Create smart lesson plans using agendas
Maximize class time with a built-in timer

Teacher- or admin-created classes

Nearby ad-hoc classes




Schoolwork

Assign and collect student work

Assign specific activities within an app
View student progress

Collaborate and give real-time feedback

Send documents as an assessment




Assessment Mode

Automatically lock and configure iPad
and Mac for secure test environment

Entitlement for secure testing apps
No management required

Multi-app mode for iPad




Easy Student Sign-In

9:41AM Mon Jun 10

Teacher

= 100% (w=m)

Wi,

TOMORROW

Breakfast @,
8:30AM
Paradise Dr
< ,.\\‘\ Tiburon

Work event ¢
10:30AM

5

Tiburon

9° B Sign In Nearby iPad

10AM 1AM 12PM 1PM . . B
P 5 - Use your teacher account to sign in your siesta 2%
59°  62°  66°  68° student or yourself to a nearby iPad.

Camera

A
FaceTime

Continue to Sign In Student

-Z\ Sign In Myself @*ﬁ)

App Store Books . Podcasts TV News S

TR0

Student

9:41AM Mon Jun 10

Settings

Search

Apple Account

Sign in to access your iCloud dat:
Store, Apple services, and more.

Airplane Mode

Battery

General
Accessibility

Apple Pencil

Camera

Control Center

a Display & Brightness

Home Screen & App Library

= 100% (amm)

General

’

d, such as software updates,
d more.

Apple Account

Bring an iPhone or other iPad nearby to sign in
as yourself or a family member on this iPhone.
Otherwise choose to continue with your
password.

@

Continue with Password

Background App Refresh




Compatibility

Google Workspace for Education

Microsoft Office 365

Learning management systems




Apple Education Community

education.apple.com

& Education Community Learning Center Forum Get Help Q ®

Mon Sep 9 = 100%

< & education.apple.com T

:41 AM Mon Sep 9

R < & education.apple.com

‘ Education Community Learning Center Forum Get Help Q a

Your space
to learn, connect,
and be inspired.

Welcome to the Apple Education -
Community, a professional learning ‘H

3 Education Community Learning Center Forum Get Help Q

Browse Profile

Find topics and people
that matter to you.

From basic questions to big ideas, the Forum is where educators
meet to connect and collaborate about teaching and learning with
Apple.* Explore each area below to see what the Forum has to offer,
and start connecting with your community today.

Learning Center News  Badges

’

Vg o ’

Apply to
g Everyone s | Your ¥ ! Apple
Can Create Apple Teacher. Learning -
(< “,i @ Journey Coach.

>

Professional Learning > -

Apple technology. Find helpful
resources for any skill level — from
quick tutorials to inspirational ideas.
And grow in this collaborative space
as you connect with peers and
experts for advice, shared stories,
and more.

Sign in or sign up

vl
{ Learn more

hub designed for educators who use &

-

=4

Co>

'J Challenge
Based

=, e v e W Learning
¥ 7 . (=)

Challenge Based Learning Challenge for Change

Creativity in Learning ) .
\ "

General Topics Teaching & Coaching Leadership Deployment & Apple Groups

Y-

Learning Management

education.apple.com


https://www.education.apple.com/

Resources



AppleSeed for IT

beta.apple.com

[ ¢ Mac iPad iPhone Watch TV Music Support

AppleSeed for IT Sign In

Beta access for IT

Remote Management

Documentation and release notes

AppleSeed for IT

AppleSeed for IT provides IT professionals and technology managers an opportunity to evaluate
prerelease software in your unique work environments. Test against your IT infrastructure, corporate
network and with mission critical apps to make sure you are ready to support employees, staff, and
students with the latest Apple software.

Sle

Enrol at beta.apple.com/it

Configure your devices

Program Features

Your organization will get access to pre-release versions of iOS, iPadOS, macQS, tvOS, and watchOS
as well as apps like Apple Configurator, Classroom, and more. Test throughout the year and provide
feedback to Apple to make sure new software works in your specific environment.

Refer to the Program Planning Guide for more information about how to configure your devices,
assemble your teams, and provide feedback.




support.apple.com

.’ Store Mac iPad iPhone Watch Vision AirPods TV & Home Entertainment Accessories Support Q [f]

Apple Platform Deployment

Apple Platform Apple Platform

Deployment

Deployment

Table of Contents 3

e
i:I:%i;:ﬁ L -

Deploy and manage Apple hardware,
software, apps, and services in your
organization

Apple devices integrate hardware, software, apps, and services to let you manage

your deployment projects easily. Get the control and flexibility you want by using



support.apple.com

" Mac iPad iPhone Watch Vision AirPods TV & Home Entertainment Accessories Support Q C]

Apple Platform Security Communities

Apple Platform Apple Platform ~

Security

Security

Table of Contents (P

Hardware security

Secure software requires a foundation of
security built into hardware. That's why
Apple devices—running iOS, iPadOS,
macOS, tvOS, or watchOS—have security
capabilities designed into silicon.

Learn more about Apple hardware
security »

System security

Building on the unique capabilities of
Apple hardware, system security is
designed to maximize the security of the
operating systems on Apple devices
without compromising usability. System
security encompasses the startup




support.apple.com

" Mac iPad iPhone Watch Vision AirPods TV & Home Entertainment Accessories Support Q C]

Apple School Manager User Guide Communities

Apple School Manager
User Guide

Q

Table of Contents ()

Merge your data

Sync user accounts from your Student
Information System, Google Workspace,
Microsoft Entra ID, or your identity
provider, or with files you create and
upload using SFTP.

Integrate with your Student Information
System >

Manage devices

Streamline how you deploy Apple devices
to your organization.

Learn about the device workflow »




TM and © 2024 Apple Inc. All rights reserved.
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