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Prepare Your Institution



Prepare Your Infrastructure

Wi-Fi Identity Email Apple Services

File Providers VPN Security Content Caching



Integrates with MDM solutions

Enables zero-touch deployment

Volume purchasing of apps and books

Create Managed Apple Accounts

Apple School Manager



Built-in, lightweight Apple framework

Easily manage accounts, policies, 

apps, restrictions

Automate configuration settings

Configure devices over the air

Mobile Device Management



Coverage — Provide all areas with access

Capacity — Ensure bandwidth density 

to support all clients

Wi-Fi Network Design



Wi-Fi Example (5 GHz)

Design for coverage

Channel 36 Channel 165Channel 44



Wi-Fi Example (5 GHz)
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Carrier selection

Physical SIM versus eSIM

Automate with MDM

Content-filtering strategy

Cellular Connectivity



Managed Apple Accounts



Apple Account owned by 

your institution

Access to Apple services including 

Wallet, Continuity, and passkeys

Access management controls

Account-driven device enrolments

Managed Apple Accounts



Create Managed Apple Accounts



Verify institution-owned domains

Allow only managed accounts to be created

Initiate Domain Capture

Domain management



Transfer account to your institution 

Keep account as personal

30 days to take action

Update Apple Account



Manually creating Managed Apple Accounts



Works with any identity provider supporting 

open standards

• OpenID Connect for federated authentication

• SCIM for directory sync 

• OpenID Shared Signals Framework for 

account security events

Custom Identity Provider support



Managed Apple Accounts

Sign in with federated 

authentication



Sync roster data to Apple School Manager 

with Claris Connect

Upload via SFTP

Use classes in Classroom and Schoolwork

Configure Shared iPad with classes

Student Information System



Adopt Managed Apple Accounts 

in your institution today



Managing Apple Devices



Institution-
Owned Devices



Deployment and Management





Automatically 

enrolled into MDM





Designed for new or refreshed devices

Automatically enrol into MDM

Customize the enrolment process

Require authentication, enforce 

settings, and skip setup steps

Automated Device Enrolment



How Zero-Touch Deployment Works

Purchased
Apple School 

Manager
MDM Solution Devices



Manually Add Devices to Apple School Manager



Brad Tate

Deputy Principal

Nowra Public Schools, Australia 

“Our technology lead was able 

to manage an enormous fleet 

of devices. It was surprisingly 

easy for one person to handle 

that workload.”



Bill Adams

Field Services Associate Director

University of Kentucky

“The ease in which we’re able to 

deploy Apple technology 

without even a university 

employee touching it — 

second to none.”



Automated Device 

Enrolment

Device 

Enrolment



Designed for devices already in use

Manual enrolment into MDM

Account-driven enrolment option:

• Sign in with Managed Apple Account

• Personal and school data separated 

• Enrolment SSO support on iPad

Device Enrolment



Account-Driven Device Enrolment



Device Management Capabilities

Configure email accounts

Hide system apps

Restrict data flow

Apply restrictions

Organize apps in the dock

Install apps

Remote wipe

Restrict settings

Manage preferences

Enforce FileVault

Configure Wi-Fi and VPN

Enforce passcode



Device Management

Configurations Commands Device StatusRestrictions



Apps and Books Deployment

Purchase apps and books 

in volume

Assign licenses 

within your MDM

Deploy directly 

to devices



Shared iPad



Multiuser scenarios

Personalization with Managed 

Apple Account

Data stored in the cloud, cached 

on device

Temporary session option

Shared iPad for Education 



Shared iPad Uses

Personalized
User signs in with Managed Apple Account

Temporary session
No account required



Managing Shared iPad

Disabled for users

Add or remove apps

Changing the Home Screen layout

Changing the wallpaper

Adding personal accounts

Software updates

Erase all content and settings

Find My, Home, and Tips apps

Manageable by IT

Managed app distribution

Define the Home Screen layout

Set the wallpaper

Accounts payload

Managed software updates

Remote wipe device

MDM Lost Mode



Security and Identity



Enforce a baseline of security settings

Data Protection and encryption

Manage data flow

Manage Activation Lock

Lost Mode and Remote Wipe

Managing Security with MDM



Endpoint Security for Mac

Monitor authentication 

activity

Monitor external 

drive mount activity

Monitor XProtect and 

Gatekeeper notifications

Monitor login and 

logout activity 

Monitor process executions and forking



MDM and Endpoint 

Security solutions

Endpoint Security 

solutions



Systemwide extension for Mac and iPad

Connects with identity providers

Works with Safari and native apps

Mac login window integration

Single Sign-On Integrations



Single Sign-On Integrations

Sign in once at 

Mac login window

Use Touch ID to 

sign in to apps 

and websites



Updates and Refresh



Defer updates for up to 90 days

Enforce updates by specific date

End-user notifications

Managed Software Updates





Erase All Content and Settings

Renders all data on the device 

cryptographically inaccessible

Apple Configurator or 

MDM remote wipe

Redeployment





Turn off Activation Lock in Apple 

School Manager

iPhone, iPad, Mac, Apple Watch, 

and Vision Pro

Devices need to be in your institution

Institution and user Activation Lock

Manage Activation Lock



Personal 
Devices



Designed for personal devices

Curated BYOD management capabilities

Account-driven enrolment process:

• Sign in with Managed Apple Account

• Personal and school data separated 

• Enrolment SSO support on iPad

User Enrolment



User Enrolment



Curated BYOD Management Capabilities

Configure accounts Access personal information

Configure per-app VPN Access inventory of personal apps

Install and configure apps Remove any personal data

Require a passcode on iPad Collect any logs on the device

Enforce certain restrictions Take over personal apps

Access inventory of school apps Require a complex iPad passcode

Remove school data only Remotely wipe the entire device

Access device location



Tools for Educators



Remote learning support

Create smart lesson plans using agendas

Maximize class time with a built-in timer

Teacher- or admin-created classes

Classroom

Nearby ad-hoc classes 



Assign and collect student work

Assign specific activities within an app

View student progress

Collaborate and give real-time feedback

Send documents as an assessment 

Schoolwork



Automatically lock and configure iPad 

and Mac for secure test environment

Entitlement for secure testing apps

No management required

Multi-app mode for iPad 

Assessment Mode



StudentTeacher

Easy Student Sign-In



Google Workspace for Education

Microsoft Office 365

Learning management systems

Compatibility



education.apple.com

education.apple.com

Apple Education Community

https://www.education.apple.com/


Resources



Beta access for IT

Documentation and release notes

Enrol at beta.apple.com/it

Configure your devices

AppleSeed for IT



Apple Platform

Deployment



Apple Platform 

Security



Apple School Manager 



TM and © 2024 Apple Inc. All rights reserved.
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